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Intergovernmental Data Sharing Agreement 

 

This Intergovernmental Data Sharing Agreement (Agreement) is made between the MACOMB 

INTERCEPTOR DRAIN DRAINAGE DISTRICT (the “MIDDD”) and participating municipal 

entities located in Macomb County.  The participating municipal entity for purposes of this 

Agreement is_______________________, and all of its departments, divisions, and officials 

(the “Municipality”). In this Agreement, the MIDDD and the Municipality may be referred to 

individually as “Party” or jointly as “Parties.” 

A. The MIDDD is a governmental entity. 

B. The Municipality is a municipal corporation located in Macomb County, State of 

Michigan. 

C. The Municipality is in the possession of sensitive plans, drawings, photographs, data, 

including data owned and maintained by the Municipality in relation to its 

Geographic Information System (GIS), and other information related to public works 

and infrastructure (the “Covered Data”) 

D. The Municipality desires to share with the MIDDD and the MIDDD desires to 

receive the Covered Data in order to facilitate the development of a Wastewater 

Master Plan and to assist with other future projects.  The Parties enter into this 

Agreement to protect against the unauthorized dissemination of the Covered Data and 

to protect the public interest and welfare.   

 

NOW, THEREFORE, In consideration of the mutual promises, obligations, representations 

and assurances in this Agreement, the Parties agree as follows: 

 

1. Definitions.  The following definitions apply under this Agreement: 

 

a. “Asset” means public and private infrastructure assets pertaining to 

transportation, water, sanitary and storm sewers, utilities, energy, electricity, 

natural gas, information technology, emergency preparedness systems, 

telecommunications, and broadband services affecting or relating to Macomb 

County or its citizens, including the physical and technological means that support 

such assets. 

 

a. “Covered Data” means data about Assets, including, but not limited to, Critical 

Infrastructure Data, GIS Data, Hydraulic Models, Flow Meter Data, Rain 

Gauge Data, Level Sensor Data, and Supervisory Control and Data 

Acquisition Data, provided under this Agreement.  Covered Data includes both 

real-time data and Derived Data.  Covered Data does not include data that was 

publicly available when received, or thereafter became publicly available (other 

than through unauthorized disclosure).   

 

b. “Critical Infrastructure” means systems and assets, whether physical or virtual, 

so vital to the United States or the State of Michigan that the incapacity of 

destruction of such systems and assets would have a debilitating impact on 

security, economic security, public health, or any combination of those matters. 
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c. “Critical Infrastructure Information” or “Critical Infrastructure Data” 

means information which: 

i. Is not customarily in the public domain; and  

ii. Is related to the security of critical infrastructure or protected systems, as 

defined in the Critical Infrastructure Information Act of 2002 at section 

212(3).   

 

d. “Data Recipient” means any party receiving, accessing, or using Covered Data 

under this Agreement. All employees, officials, contractors, consultants, 

delegates, representatives, subcontractors, subconsultants, service providers 

including information technology and other technical support staff, agents, etc. of 

a Data Recipient who will have access to Covered Data must read this 

Agreement and agree in writing to be bound by it prior to having access to 

Covered Data of another party.  See Addendum 1 below.   

 

e. “Derived Data” means data, information, or knowledge created from the 

dissemination and analysis of data shared under this Agreement, whether or not in 

combination with data already in the Data Recipient’s possession.  Derived Data 

is included in the definition of Covered Data.  The Parties must treat and protect 

Derived Data as Covered Data.   

 

f. “Freedom of Information Act Request” or “FOIA Request” means a request 

for information directed to a party under any applicable public-disclosure statute, 

which if granted could reasonably be anticipated to lead to public disclosure of 

Covered Data. 

 

g. “Geographic Information System Data” or “GIS Data” means an informational 

unit or network capable of producing customized maps based on a digital 

representation of geographical data.  GIS Data includes Derived Data from a 

GIS system and saved outputs and datasets covered by this Agreement.   

 

h. “Original Data Provider” means a party that owns, collects, or provides Covered 

Data to a party under this Agreement.  Unless otherwise set forth herein or if 

referring to a third party not the Municipality, the Original Data Provider under 

this Agreement shall be the Municipality. 

 

i. “Permitted Purposes” means use of Covered Data by a party to develop a 

Macomb County Wastewater Master Plan and to assist in future projects. 

 

1. Scope; Permitted Use.   

 

a. This Agreement establishes the conditions under which the participating 

municipal entities agree to disclose Covered Data to the MIDDD to assist in the 

development of a Wastewater Master Plan and other future projects.  It also 
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provides for the protection of Covered Data, and establishes terms on its use, 

disclosure, and disposition. 

 

b. This Agreement does not apply to an Original Data Provider’s access to or use or 

disclosure of its own Covered Data, unless the Original Data Provider’s Covered 

Data is comingled with or includes Derived Data from another party.   

 

c. Covered Data provided under this Agreement may only be shared, used, or 

accessed by a Data Recipient for Permitted Purposes.   

 

2. Usage, Format, and Method Transfer.  Prior to sharing Covered Data, the Original 

Data Provider and the MIDDD will agree upon the appropriate data fields, data format, 

method and frequency of data transfer, and other such parameters.  The Original Data 

Provider and MIDDD will document the aforementioned selections for record-keeping 

purposes.   

 

3. Ownership; Licensing.   

a. The Original Data Provider maintains full control and ownership of Covered Data 

it provides to another party under this Agreement.   

b. Each Original Data Provider hereby grants to the MIDDD and other Data 

Recipients a revocable, non-exclusive, non-transferable license to process, copy, 

analyze, use, reformat, share, or distribute the Original Data Provider’s Covered 

Data for a Permitted Purpose, so long as it is otherwise consistent with this 

Agreement and applicable licensing agreements.  Original Data Providers must 

provide Data Recipients a copy of applicable licensing agreements prior to 

providing Covered Data to Data Recipients. 

 

4. Original Data Providers’ Responsibilities.  Original Data Providers must: 

a. Provide Data Recipients with access to Covered Data consistent with law, third-

party contractual obligations, and this Agreement; and 

b. Perform access reviews to ensure that Data Recipients have established and use 

adequate administrative, technical, and physical safeguards to protect Covered 

Data from unauthorized disclosure.   

 

5. Data Recipients’ Responsibilities.  Data Recipients must: 

a. Treat Covered Data as confidential, business-sensitive, and potentially harmful to 

the public health and safety and security if inappropriately disseminated; 

b. Protect Covered Data from public or other unpermitted disclosure; 

c. Use Covered Data solely for a Permitted Purpose; 

d. Dispose of Covered Data as directed by the Original Data Provider or as provided 

by law; 

e. FOIA and Other Requests for Covered Data.  Upon receipt of a FOIA Request 

or legal process (i.e., discovery request or subpoena) for information that may 

include another party’s Covered Data:  

i. Within 24 hours of receipt of the FOIA Request or demand for Covered 

Data, Data Recipient must email the FOIA Request or data demand to: 
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1. the FOIA Coordinator of the MIDDD; 

2. the Original Data Provider; and  

3. any other party whose Covered Data or Assets may be affected by 

the FOIA Request or demand for Covered Data. 

ii. Covered Data is exempt from public disclosure under MCL 15.243(1)(y).  

Accordingly, so long as there is a good faith basis, Data Recipient will 

assert the exception of MCL 15.243(1)(y) as a response to a FOIA request 

for Covered Data and will comply with the notice requirements of MCL 

15.235(5)(b) and MCL 15.240, as applicable.  

See also Addendum 2 below. 

iii. To the extent consistent with law, Data Recipient will provide reasonable 

assistance to the Original Data Provider in opposing such disclosure or 

seeking a protective order or other limitations on disclosure.   

iv. If disclosure of Covered Data is required by law, Data Recipient may 

disclose only that portion of the Covered Data that is compelled to be 

released by a court of competent jurisdiction or by law.   

f. Establish and use appropriate administrative, technical, and physical safeguards to 

protect the data from being accessed, used, disclosed, or stored in a manner other 

than as provided in this Agreement or as provided by law.   

 

6. Accuracy.  Original Data Providers agree to use reasonable efforts to ensure the 

completeness and accuracy of data provided under this Agreement.   

 

7. Cooperation; Execution of Additional Agreements.  The Parties will execute such 

documents as may be necessary to realize the intentions of this Agreement or comply 

with law.  The Parties will also require third parties to execute such documents as may be 

necessary to realize the intentions of this Agreement or comply with law, prior to 

granting the third party access to the data.   

 

8. Issue Resolution.  The Parties will work together to resolve issues relating to this 

Agreement.  The Parties will exchange documentation as reasonably necessary to identify 

and explain their positions.  Any portion of this Agreement that may be subject to 

interpretation will be addressed at these meetings. 

 

9. Costs and Damages.  Each Party will be responsible for its own costs, losses, and 

damages related to the sharing of data under this Agreement.  Parties will not be liable to 

one another for any claim related to or arising under this Agreement for consequential, 

incidental, indirect, or special damages.  

 

10. Notices.  Notices required under this Agreement must be addressed to the individuals 

listed on the signature block pages.  Parties may amend contact information by providing 

written notice of the change to the MIDDD.  A notice required under this Agreement is 

deemed effectively given:  

a. When received, if delivered by hand (with written confirmation of receipt); 

b. When received, if sent by a nationally recognized overnight courier (receipt 

requested); 
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c. On the date sent by email (with confirmation of transmission), if sent during 

normal business hours of the recipient, and on the next business day if sent after 

normal business hours of the recipient; or  

d. On the fifth day after the date mailed, by certified or registered mail, return 

receipt requested, postage prepaid.  

e. As set forth in the signature block, any notices to the MIDDD shall be copied to 

Joseph E. Viviano, Esq., Viviano, Pagano & Howlett PLLC, 48 S. Main St., Ste. 

2, Mt. Clemens, Michigan 48043. 

 

11. Amendments.  This Agreement may be amended by written agreement of the Parties.  If 

amendment to this Agreement is required to comply with laws, rules, or regulations, the 

Parties will promptly enter into negotiations to meet legal requirements. 

 

12. Effective Date; Term.  This Agreement becomes effective when the Parties have signed 

it and continues until a Party terminates in accordance with the provisions on Paragraph 

13.   

 

13. Termination.   

a. A party may terminate their participation in this Agreement by providing written 

notice to the MIDDD.  Termination is effective 30 calendar days from the date the 

notice becomes effective.   

b. Termination of a Party’s participation in this Agreement does not affect the 

continuation of this Agreement as between or among the MIDDD and other 

parties. 

 

14. Survival.  The obligation of a Data Recipient to maintain and safeguard another party’s 

Covered Data shall survive expiration or termination of this Agreement and remain in full 

force and effect until the Original Data Provider or a court of competent jurisdiction 

opines or rules in writing that the data is no longer Covered Data. 

 

15. Execution.  This Agreement may be executed in counterparts, each of which is deemed 

to be an original, and all of which taken together constitutes one and the same instrument.  

The signature of any party transmitted by email is binding. 

 

16. Successors.  This Agreement inures to the benefit of and is binding upon the Parties, 

their respective successors-in-interest by way of reorganization, operation of law, or 

otherwise, and their permitted assigns. 

 

17. No Third-Party Beneficiaries.  This Agreement does not confer any rights or remedies 

upon any person or entity other than the Parties and their respective successors-in-interest 

by way of reorganization, operation of law, or otherwise, and their permitted assigns. 

 

18. Reservation of Rights.  The Parties enter into this Agreement pursuant to the exercise of 

a governmental function.  This Agreement does not, and is not intended to, impair, divest, 

delegate, or contravene any constitutional, statutory, or other legal right, privilege, power, 

or immunity of the Parties.  Nothing in this Agreement is a waiver of governmental 
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immunity.  Unless this Agreement expressly states otherwise, it does not, and is not 

intended to, transfer, delegate, or assign to the other Party, any civil or legal 

responsibility, duty, obligation, duty of care, cost, legal obligation, or liability associated 

with any governmental function delegated or entrusted to either Party under any existing 

law or regulation.  

 

19. Governing Law.  The Parties agree that this Agreement shall be governed by and 

construed in accordance with the laws of the State of Michigan and is being entered into 

in Macomb County, Michigan. Any suits brought hereunder must be brought in the 

appropriate state or federal court in the State of Michigan and the Parties submit to the 

exclusive jurisdiction of such courts for all disputes arising out of or related to this 

Agreement. 

 

20. Authority to Bind.  Each person signing this Agreement represents that they are duly 

authorized to execute this Agreement on behalf of their entity. 

 

21. Entire Agreement.  This Agreement represents the entire agreement between the Parties 

and supersedes all other agreements between the Parties governing the matters described.  

The language of this Agreement will be construed as a whole according to its fair 

meaning, and not construed strictly for or against any Party. 

 

 

[SIGNATURES ON FOLLOWING PAGE] 
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Agreed to by: 

 

MACOMB INTERCEPTOR DRAIN 

DRAINAGE DISTRICT: 

 

 

________________________________ 

By: Candice S. Miller 

Its: Board Chairperson 

 

Notices under this Agreement go to: 

 

 

Vincent Astorino, 

Operations and Flow Manager 

Macomb County Public Works 

21777 Dunham Road 

Clinton Township, MI 48036 

vincent.astorino@macombgov.org 

 

With a copy to: 

Joseph E. Viviano, Esq. 

48 S. Main St., Suite 2 

Mt. Clemens, MI, 48043 

joe@vivianolaw.com 

 

 

 

 

 

 

____________________, 2018 

Dated 

 

 

 And: 

 

 

Municipal Entity:______________________ 

 

 

________________________________ 

By:  

Its:  

 

 

 

Notices under this Agreement go to: 

  

 

 

 

 

____________________, 2018 

Dated 

 



8 

 

Addendum 1 

 

Data Security Agreement  

 

I have read and understand the Intergovernmental Data Sharing Agreement 

(“Agreement”).   

 

I agree to be bound by the terms of the Agreement, including those relating to protecting 

and safeguarding Covered Data from unauthorized disclosure.  I agree not to access, disclose, or 

share Covered Data without the express written permission of a person with authority to grant 

such permission.   

 

 

 

________________________________ 

[Insert name and title] 

[Insert entity name] 

 

Signed on: 

 

_______________________, 2018 
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Addendum 2 

 

All Covered Data collected under this Agreement relates to ongoing security measures, 

capabilities for responding to terrorism, emergency response plans, risk planning, threat 

assessment, and domestic preparedness strategies.  The Parties agree to deem Covered Data 

exempt from public disclosure under the Freedom of Information Act under MCL 15.243(1)(y) 

because the public interest in nondisclosure is high, whereas, the public interest in disclosure 

would be minimal. 

 

The public interest in the nondisclosure of the data outweighs any public interest in 

disclosure, where disclosure to the world at large under FOIA would impair the ability of the 

parties, as well as federal and other state and local authorities, to protect the security and safety 

of persons and property.  This impairment would be the direct result of allowing, from this single 

source, unfettered public access to the broad critical infrastructure information composing the 

data.  It essentially would provide unintended, but actual, aid and assistance to persons, both 

domestic and foreign, bent on harming United States citizens and communities, and “whatever 

else the criminal mind might evoke.”  Mager v Dep’t of State Police, 460 Mich 134 (1999).  

 

The security concerns raised by the public disclosure and dissemination of the data is 

self-evident.  The Congressional Record is replete with facts on terrorism’s ever-rising and 

forging threats and capabilities.  For example, three of many such reports include: Congressional 

Record, 114th Congress, 2nd Session, Issue: Vol. 162, No. 24, February 10, 2016; 114th 

Congress, 2nd Session, Issue: Vol. 162, No. 90, June 8, 2016; 115th Congress, 1st Session, 

Issue: Vol. 163, May 2, 2017. 


